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1. Overview

1.1 Introduction
This document explains the usage of central data storage and the function of UserServ.

Graphic 1.1

1.2  Server description

1.2.1 NasDat

NasDat is the server that makes access to central data storage possible. For security
reasons, active logins do not exist on NasDat. Therefore, one cannot directly sign on to
NasDat.

Access to data is only possible via the network. Normally, the network protocol, Samba, is
used for this. Section 2 of this document will describe how it is possible to access central
data storage.
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Technical Information

Server type:
Processors:
RAM:

Hard drive:

1.2.2 UserServ

Sun Fire E4900

2 x 4 x UltraSPARC-IV (Dual-Core), 1200 MHz
2x32GB

3 x 73 GB (internal)

512 GB (external via SAN)

The UserServ makes functions available to the user. Primarily, it serves as a web server
for personal websites. This means that via UserServ professors, staff members and
students can publish their own website on the Internet. To publish a website, an Apache
web server and PHP is used. Additionally, an available MySQL database can be used.
Further, the set up of the individual web directory on the central data storage takes place
via UserServ. So that the web server can publish the websites, it must be able to access
the web directory. Because it is not possible to alter access rights via Samba, this must be

done via UserServ.

Access to and use of UserServ will be commented on in section 3.

Technical Information

Server type:

Sun Enterprise 250

Processors: 2 x UltraSPARC-II, 400 MHz
RAM: 640 MB
Hard drives: 2 x 73 GB (internal)
512 GB (virtual via NFS)
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2. Use of central data storage by means of Samba

2.1  Introduction

With help from the central data storage, your own data is available everywhere in the
Intranet. Access from MS Windows Clients to the central data storage takes place with
help from the SMB protocols. The other way around, i.e. onto NasDat, the SMB protocol is
made available through Samba. With this, a comfortable exchange of data is possible
between MS Windows Clients and UNIX servers.

For security reasons, it is only possible to access the central data storage within the
Intranet.

The following graphic shows access to the central data storage from MS Windows Client
my means of Samba.

Hochschule Reutlingen
Reutlingen University

central data j—

storage l( N \‘
NasDat (physical) local data storagel™.. 7|
(virtual) | -

MS Windows-
Client

Graphic 2.1
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2.2  Making a connection to central data storage

In order to access the central data storage from MS Windows Client, this has to be
connected to a network drive. After the network drive assembly is successfully connected,
a new drive letter will appear in Explorer. The following steps must now be carried out.

Open Explorer.

Graphic 2.2
Click on [Extras]

Click on [Netzlaufwerk verbinden...] /[Connect network drive assembly ]
(Graphic 2.2)

A new window will appear to connect a network drive assembly. (Graphic 2.3)

Graphic 2.3
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The following parameters must be inputted: an available drive assembly letter with which
the network drive assembly should be connected and the folder (network drive assembly
network path).

These are shown in graphic 2.3:

Drive assembly: N:
Folder: \\nasdat\musterma

“musterma” must be replaced with your personal username used for email account.

Since the username and password are normally different for NasDat and Client, the
NasDat username and password must be manually inputted again. Select Verbindung
unter [anderem Benutzernamen] herstellen ~ / Make connection with new username
from the text and click on anderem Benutzernamen/ new username. The window in
graphic 2.4 below will appear.

Graphic 2.4

Enter the following parameters:

Username: “Your personal username from your email account”
Password: “Your personal password from your email account”
Click on [OK]

Click on [Fertig stellen] /[Finish] in the Netzlaufwerk verbinden / network drive
assembly connection  window.
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Graphic 2.5

A new window will appear for the network drive assembly N:/. A network drive assembly
letter is also available for this in Explorer.

New directories and files can now be inputted, edited and deleted in the network drive
assembly. Graphic 2.5 shows the inputted directory “Praktikum” and the file
“Semestertermine.doc”.

For security reasons, the access rights to input directories and files is set up so that only
the owner has access to it. To change access rights, this must take place via UserServ, as

described in section 3.
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2.3 Disconnecting from central data storage
To disconnect from the central data storage, follow these steps.

Graphic 2.6

Open Explorer

Click on [Extras]

Click on [Netzlaufwerk trennen] /[Disconnect network drive assembly]

A new window (graphic 2.6) will appear to disconnect from the network drive assembly.

Graphic 2.7
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Select the desired network drive assembly in the [Netzlaufwerk trennen]

/ [Disconnect

from network] drive assembly window. Click on [OK]. Once the network drive assembly
has been disconnected, the drive assembly letter will no longer be shown in Explorer.
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3. Using the UserServ functions

3.1 Introduction
As described above, UserServ serves as web server for Reutlingen University users’

personal websites.

As mentioned in section 2, access rights to newly set up directories and files is only

available to the owner. So that the web server is able to access the personal websites,
access rights must be altered on the central data storage. Section 3.3.4 describes how
access rights to websites are correctly set up.

The following graphic 3.1 shows access to UserServ from a MS Windows Client.
Additionally, UserServ access to data on the central data storage by means of NFS is
presented. NFS is a network protocol that makes it possible for Unix Servers to access
data from other servers in the network.

Graphic 3.1

3.2 SSH connection to UserServ

For security reasons, access to UserServ is only possible via SSH and not via telnet. An
available, free of charge SSH client can be downloaded under:

Rechenzentrum

Data+Web-Services.pdf

Seite 10(16)



Hochschuleﬁutlingen User_Management and Emall
3

ﬁ Functions of data server NasDat and user server UserServ
Reutlingen University

Computing_ Centre

R,

10.10.2006

ftp://ftp.cert.dfn.de/pub/tools/net/ssh/SSHSecureShellClient-3.2.9.exe

After installation, a connection to UserServ, with the help of a SSH client, can be set up as

follows.

3.2.1 Setting up a SSH connection to UserServ

The following steps describe how to set up a SSH connection to UserServ.

Graphic 3.2
Open SSH client
Click on [Quick Connect]

A window will appear to define the connection data.
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Graphic 3.3

The following parameters must be inputted into the “Connect to Remote Host” window:

Host Name: UserServ
User Name: The user name that matches your email account.
Here, for example, “musterma”.

By clicking on [Connect] , the information will be taken over and a connection will be
made.

Graphic 3.4

Before access to UserServ is possible, your password that matches your email account
must be entered.

Click on [OK] to confirm.
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Graphic 3.5

After successful set up, the $ symbol will appear to indicate the prompt to enter.
(graphic 3.5)

It is now possible to carry out various tasks, for example changing access rights.

3.2.2 Disconnecting SSH from UserServ

As soon as the SSH connection to UserServ is no longer needed, it should be
disconnected. To disconnect SSH, follow the steps described below.

Enter the Unix command
exit

Finally, close the SSH client window.

3.3  Private websites

UserServ offers the possibility to publish a personal website in connection with your
studies or work. Normally, websites are set up on your own personal computer and later
copied onto the central data storage.

3.3.1 Creating private web directories

In order to publish private websites on UserServ, a sub-directory, htdocs, must exist in the
user directory. In order for the web server to run flawlessly, there are several additional
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sub-directories needed with respective access rights that have to be set up. A command
enables this set up to happen automatically. To do this, follow these steps.

As described in section 3.2.1, set up a SSH connection.

Graphic 3.6

To set up the necessary sub-directories and determine the access rights, use the following

command:

letc/mwww/mkwwwdirs

Setting up the directories with the necessary access rights will simultaneously generate a

website so that the function, as described in section 3.3.2, can be tested.

3.3.2 Testing private websites

The correct function of the private websites can be tested as follows.

Open a web browser, for example MS Internet Explorer or Firefox.

Rechenzentrum

Data+Web-Services.pdf

Seite 14(16)



Hochschule Reutlingen - I Computing Centre
s User-Management and Email uting
] Functions of data server NasDat and user server UserServ ; i %
Reutlingen University 10.10.2006
Graphic 3.7

Enter the following URL and replace “musterma” with your email account username.

/luserserv.fh-reutlingen.de/~musterma
The following standard page will appear.

Now it is possible to set up your own website, as described in section 3.3.3.

3.3.3 Altering a private website

Normally, websites are not set up on UserServ, rather on a different computer where a
HTML editor is installed, for example your own PC. The websites, i.e. files, can be copied
onto the central data storage with Samba in the directory htdocs . Through the NFS
connection between UserServ and NasDat, the files are immediately for the UserServ.

Usually, the copied websites do not have the necessary access rights for the web server.
Therefore, these must be changed as described below.
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3.3.4 Changing access rights for private websites

Graphic 3.8

To be certain that the access rights are correctly set up on the websites, the following
command should be carried out after copying onto UserServ.

/etc/lwww/setze _rechte (setze rechte = set access rights)

Now, websites can be newly tested, as described in section 3.3.2.
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